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(U) On 1 1 December 2012, this Court ordered the United States to provide information 
on the protection of classified information, by presenting the Court with (a) a list of all classified 
information for which it intends to request a closed session during trial: (b) an explanation as to 
whether declassification, redactions, substitutions, or other alternatives will allow for evidence 
presentation in open court; and, if such alternatives are not possible, (c) an indication as to why. 
Section I of this response provides the requested information and explanations. Sections II and 
HI address the other directives in the Court's Scheduling Order; specifically. Section II outlines 
the procedures for courtroom closure, should that protection be warranted, and Section III 


addresses whether the discussion of these issues need occur wholly or partly in camera. See AE 
444 at 2(a)-(c). 


(U) The United States respectfully moves the Court to order courtroom closure to hear 
the classified testimony of the thirty-seven witnesses outlined below. If. following response by 
the defense, the Court finds closure appropriate, the United States will provide the Court with a 
draft closure order based on the information articulated in this motion. 


(U) The burden of proof on any factual issue, the resolution of which is necessary to 
decide a motion, shall be by preponderance of the evidence. RCM 905(c)(1). The burden of 
persuasion on any factual issue, the resolution of which is necessaiy to decide a motion, shall be 
on the moving party. RCM 905(c)(2). 


USAMDW. on 2 November 2012. her detail has not been announced on the record. The Government resubmits its 
motion. 


RELIEF SOUGHT 


BURDEN OF PERSUASION AND BURDEN OF PROOF 


FACTS 
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(U) The Accused is charged with aiding the enemy by giving intelligence, one specification 
of disorders and neglects to the prejudice of good order and discipline and service discrediting, 
eight specifications alleging misconduct in violation of 18 U.S-C. § 793(e), five specifications 
alleging misconduct in violation of 18 U.S.C. § 641, two specifications alleging misconduct in 
violation of 18 U.S.C. § 1030(a)(1), and five specifications of violating a lawful general 
regulation, in violation of Articles 104, 134, and 92, Uniform Code of Military Justice (UCMJ). 
See Charge Sheet. A total of nine charged specifications allege the unauthorized possession or 
disclosure of classified information. See id. Since its first proposed court calendar, dated 21 
February 2012, the Prosecution has notified the Court that a separate Grunden session would be 
required in order to evaluate and establish procedures for managing the high volume of classified 
information involved in the case. See AE 1 . 

(U) At this time, the United States intends to call 141 witnesses. See AE Government's 
31 January 2013 Witness List #4 filing. Approximately 73 of those witnesses' testimony will 
involve classified information. See id. The United States requests courtroom closure to take 
classified testimony for less than half of these witnesses. 

LEGAL AUTHORITY 

(U) "[I]n all criminal prosecutions, the accused shall enjoy the right to a speedy and 
public trial." U.S. Const, amend. VI. The right to a public trial also extends to the public's right 
to attend courts-martial. See United States v. Hershey, 20 M.J. 433 , 435-36 (CM. A. 1985). 
However, "the right to a public trial is not absolute." Grmiden, 2 M.J. at 120. In particular, 
MRE 505 authorizes the closure of a couit-niartial during presentation of classified information. 
MRE 505(j)(5). Additionally, RCM 806 states that courts-martial shall be open to the public 
unless: (1) there is a substantial probability that an overriding interest will be prejudiced if the 
proceedings remain open; (2) closure is no broader than necessary to protect the overriding 
interest; (3) reasonable alternatives to closure were considered and found inadequate; and (4) the 
military judge makes case-specific findings on the record justifying closure. See RCM 
806(b)(2); Hershey, supra. 

RESPONSE TO COURT'S 11 DECEMBER 2012 RULING AND BASIS FOR RELEEF 

L INFORMATION PROTECTIONS 

A, Practical Implementation of Alternatives 

(U) Below, the United States sets forth its understanding of how the alternatives articulated 
by the Court are practically implemented and identifies their limitations. Specifically, it covers: 
declassification, redaction, and substitutions, as well as stipulations, use of code words or special 
names, use of screens, disguises, code names for classified witnesses, electronic imagery, and the 
"silent witness rule 1 '. They are organized below into categories based on the type of evidence a 
given alternative is designed to protect. 
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I. (U) Alternatives Useful for Documentary or Physical Material Only 

(U) Redactions. Redaction entails blocking out words and phrases from written 
documents to avoid disclosure to an audience unauthorized to view the hidden information. It is 
useful only when dealing with written material whose value derives not from the hidden content 
but from some other unclassified attribute or context. 

(U) Example: Tlie legal importance of a document could exist solely in its 
designation as "classified". If relevant and necessary, this attribute could be presented to the 
fact-finder via the introduction of the document - with all substantive content redacted and only 
header/footer classification markings available for open viewing. 

(U) Imagery. Classified information could be shown to a limited population through 
the use of either an elec tronic display, such as a screen or monitor, or thr ough a non-electronic 
display, such as a carefully-positioned poster or limitedly-distributed print-out. Yet. by their 
very nature, such actions must be applied to an actual physical document or image and cannot be 
applied to oral testimony. Additionally, imagery alone does not allow for the classified content 
displayed to be openly discussed or evaluated. 

(U) Example: Classified crime scene photos could be shown to the parties and fact- 
finder, for their contextual reference, without that location needing to be substantively discussed. 

(U) Silent Witness Rule. The Silent Witness Rule (SWR) would allow for evidence 
to be presented by a witness to the fact-finder and the parties while being withheld from the 
public. Under the SWR, a classified document is introduced via witness testimony concerning 
the facts necessary to authenticate and admit the document without discussing its substantive 
material. Instead, the document may have portions marked or tabbed, so that counsel and the 
witness can discuss sections of the document in an unclassified way while providing the Court 
with the classified point of reference. However, the SWR is appropriate when the Court's 
attention need only be directed to documentary content that is otherwise self-explanatory, or for 
the authentication and description of physical or documentary evidence. That is, like with 
imagery, the SWR does not allow classified analytic content (such as evaluation of harm/damage 
or expression of national security interests at stake) to be substantively discussed. 

fU) Example: Tliis rule could be used in conjunction with the types of imagery 
described above. For example, a document could be displayed on a screen for the fact-finder 
and parties, and then referenced by the witness using terms like "upper right hand corner >? or 
"the third paragraph. " Alternatively, two identical pictures could be displayed before the Court 
- one from the accused's persona! media and the other from a classified database. A witness 
could draw the Court's attention to the evidence at issue by circling/highlighting certain sections 
with a special pen - the markings of which are only visible to those persons viewing the 
document on the monitor. 
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(U) Physical Screens and Disguises. Screens or disguises may be used to protect the 
identity or description of a particular witness. However, as such devices only prevent visual 
communication. They would not protect the substance of classified content that witness may 
have to orally convey. 

(U) Example: A person associated with an operation or organization whose 
connection to these proceedings is classified could appear in a disguise or testify from behind a 
screen, so that his/her identity is not disclosed to the general public. Such measures would 
however leave the content of that person f s testimony unprotected. 

2. (U) Alternatives Useful for Written or Oral Material but with Limited Applicability 

(U) Substitution. Substitution entails providing a summary or alternative description 
of classified material. Substitutions could potentially be employed for either oral or 
documentary evidence. However, substitutions and summaries are helpful only if the legal 
importance of the testimony derives from the unclassified significance of the subject matter and 
not from the classified details from which that significance arises. 

(U) Example: Much like a filing that may include classified and unclassified 
paragraphs when making an argument, a witness may be able to make some statements 
unclassified by summarizing impact in a non-specific way, without communicating classified 
specific examples of that impact. However, like in a filing, the fact-finder may need additional 
context in order to adjudge true impact, or the counsel may be need to hear specific examples in 
order to challenge the thoroughness of the witness's evaluation of them. Therefore, if only 
substitutions and summaries are available for the e\'aluation of otherwise classified information, 
the accused's ability to fully and thoroughly cross-examine a witness could be curtailed. 

(U) Code Words/Names. The use of code words and names to convey information 
would require the development and use of a legend to keep track of the alternative expressions. 
Like substitution and summary, such an alternative could be helpful to elicit evidence in written 
or oral form. However, when used by a live witness, the use of code or alternative descriptions 
is appropriate only in situations which require the protection of single names or uncomplicated 
material. For three main reasons, such an "alternative" is not viable for witnesses who will need 
to contextualize his/her testimony and explain nuanced and complicated issues. First, if applied 
to complicated material, direct examinations would become unduly confusing and burdensome. 
The testimony would sound similar to the following: "This document, which describes 'Country 
A 1 providing 'Information 24' to 'Country Q T relates to the national defense for 'Reason 89\ 
The document was closely held and might be useful to the enemy for 'Reason 412'." Second, 
like with substitutions, reliance on code names and words can restrict an accused's ability to 
cross-examine witnesses. For example, when answering cross-examination questions, a witness 
would have to take time to locate the code words and reasons appropriate for his answer from 
within a compendium developed for trial and then would be confined to rely on these pre-set 
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answers, which may not adequately capture the nuance and complexity the witness may wish to 
convey. Finally, the whole point behind using substitute words and legends might be defeated 
by the context in which they are implemented. That is, unauthorized listeners may be able to tell 
what is being discussed through context clues, 

(U) Example: Code or alternative words/names could be used to prevent closure if a 
witness providing an unclassified summary of an operation, also used different names for 
individuals involved in the operation. Like a disguise or screen described above a code name 
can protect the identity of witnesses - warranted either because their connection to these issues 
is classified, or because they? remain involved in an on-going classified operation being 
discussed. 

3 . (TO Alternatives Rendering Protection of Information a Non-issue 

(U) Declassification. Material correctly classified (See Executive Order 13526. Sec. 
3.1(e)) for the national security reasons outlined hi Sections 1.2 and 1.4 of Executive Order (EO) 
13526 is subject to declassification in three circumstances. First, when protection is no longer 
warranted, an OCA or owning agency may declassify the material sua sponte or in response to a 
request. See Id. at Sec.3.1(b). In either event the decision hangs on whether reasons for 
classification still exist. See Id. at Sec.3.5(c). Second, an agency head has determined 
declassification is in the public interest. See Id. at Sec. 3.1(d). And finally, it is appropriate 
when the material is at least twenty- five (25) years old, of statutorily-defmed historical 
significance, and not subject to a specified exception. See Id. at Sec. 3,3. Therefore 
declassification is not a viable alternative when information is recent, has not been found by an 
agency head to be in the public interest, and still requires protection in the interests of national 
security. All of the compromised classified information hi this case is recent. Much of the 
material at issue in this case has undergone a classification review and not been declassified. In 
short, the information still implicates national security interests in need of the protection 
classification affords. 

(U) Example: A presidential paper written three decades ago may be automatically 
declassified. 

(U) Stipulations. The United States is willing to consider stipulations of fact and/or 
expected testimony. Both parties must agree to a stipulation of fact and/or expected testimony. 
Such an agreement may obviate the need to call one or more witnesses - including those named 
in the present motion. Stipulations of fact can aid the efficiency of the proceeding by allowing 
document admissibility or characteristics to be set before the Court, and thereby avoid the need 
to call authentication witnesses and allow the Court more time to hear other information 
requiring its consideration as fact- finder. Stipulations of expected testimony might be helpful if 
both sides agree that a witness would provide facts with much the same legal significance as a 
stipulation of fact could secure about authenticity. For example, a stipulation of expected 
testimony may be prudent when both sides agree a record clerk would testify that he signed a 
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certified copy. However, stipulations of fact, and especially of expected testimony, do have 
limited pradency. Neither form allows for nuance or context of the stipulated material to be 
explored. Also, stipulations of expected testimony, for example, are not admissions of that 
testimony's truth. They can still be impeached and contradicted by the parties. See RCM 
81 1(e). And so, if stipulations of expected testimony are used instead of calling a witness to 
testify, the fact- finder may not be able to undertake the additional inquiry necessary to evaluate 
the veracity, content, and weight of the testimony covered by the stipulation 

(U) Example: A stipulation as to the admissibility of a computer sender log, may 
obviate the need for a witness to testify about the classified systems that produced the log, a 
necessary? predicate to authentication. 

B. List of Classified Information Necessitating Closure 

(U) Each of the alternatives described above will be used to the greatest extent possible hi 
this proceeding. For example, if only the identity of a witness need be protected, subject to the 
Court's authorization, the United States will devise and use a disguise and alternate name. Or, if 
a classified document need only be described to the court, classified information will be 
redacted. And, if a document can speak for itself, the United States will arrange for the classified 
content of the document to be available only to the parties and the fact-finder. A witness will 
then orient the Court to the document through the use of special viewing equipment and 
unclassified oral descriptions. The United States understands this to be consistent with the 
"constitutionally required scalpel" approach required of it. See United States v. Grnnden , 2 M.J. 
116, 120 (C.M.A. 1977). 

(U) For the specific areas of testimony concerning classified information, identified by 
witness below, no meaningful or effective alternative exists. With this motion, the United States 
moves the Court, under the procedures described in Section II, to order courtroom closure in 
order to hear the classified testimony of the below-named witnesses. Again, the United States 
understands such targeted closure to be responsive the burden of instituting closure only to 
protect an "overriding interest" in a way "no broader than necessary" hi the event alternatives are 
inadequate. See RCM 806(b)(2). 

(U) The information articulated below is organized by wituess simply because the evidence 
will be elicited in oral form. Following each witness name appears the classified subject matter 
to which he/she will testify. Pursuant to RCM 806(b)(2), the description also offers (a) the 
reasoning behind this classification in order to communicate the "overriding interest" at risk of 
prejudice; (b) an explanation as to why closure is a remedy "no broader than necessary" to 
protect this interest; and, by reference to the practical limitations described above, (c) the reason 
other "alternatives" are inadequate. In addressing overriding interest, and only where necessary, 
the United States provides a classified proffer of the piece of information these witnesses will 
address as well as an unclassified identification of the overriding national security interest 
pursuant to which this piece of information is classified. 
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a. (II) Classified Information and Overriding Interest 



(2) (U) This portion of jjg^gjj^^ testimony relates to interests of 
national security addressed inEO 13526, Section 1.4(a)(c)(d). 

b. (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the parties 
and fact-finder as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not wan anted. 

2. (U) HMBmj^^^^BBW Defense Intelligence Agency 

a. (II) Classified Information and Overriding Interest 


(i) 


(b) (1) (B) 



Kb) (7)(A) 


(2) (U) This portion ofl Hestiinony relates to interests of 

national security addressed in EO 13526. Section 1.4(a)(c)(d). 

b. (U) Scope of Closure- Tlie Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the parties 
and fact-finder as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


a* (U) Classified Information and Overriding Interest. 



(b) (1) (B) 

1 




(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4(c). 
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Ll (U) Scope of Closure 

(1) 



(2) (U) As the witness's association with this proceeding as well as the 
subject matter of testimony is classified, the courtroom closed for the entirety of this individual's 
testimony, including the announcement of the witness's name. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's identity is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the charged documents. Finally, 
for the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


4- (U) 

Eastern Affairs. Department of State 

a* (U) Classified Information and Overriding Interest 


iureau of Near 


(b) (1) (B) 


(b) (1) (B) 


(b) (1) (B) 


(2) (U) This portion of ■ Htestimony relates to interests of national 

security addressed in EO 13526, Section l.f^^^^^^ 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the parties 
and the fact-finder as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

5. (U) John Doe. Department of Defense 

(U) Court closure information for this witness is listed within the government's MRE 
505(i)(2) motion filed on 31 January 2013. 

6. (TO ^^BMjj^^^^^^^^^^^^^MNaval Warfare Integration. Pentagon 

a* (U) Classified Information and Overriding Interest 


(b) (1) (B) 



(2) (U) This portion of HBBHB| B testimony relates to interests of 
national security addressed in EO 13526. Section 1.4(a)(c)(d). 
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b. (U) Scope of Closure. Tlie Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessaiy to protect the classified information. 


c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, miles s their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still oc cur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


(b) (7)(A) 


7- (U) 

Hemisphere Aitaus, Department ot State 


I Bureau of Western 


a* (U) Classified Information and Overriding Interest 



(2) (U) This portion of j 

security addressed in EO 13526, Section 1.4 (b)(d). 
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b. (U) Scope of Closure. Tlie Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessaiy to protect the classified hifonnation. 


c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and. if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


8. 


(U) 


(D) (7)(A) 


USCENTCOM 


a. (U) Classified Information and Overriding Interest 

(1) (U) II will testify as an original classification 
authority (OCA) that charged USCENTCOM information was properly classified. To explain 
the basis of his classifications, he must discuss the details of the subject matter he is classifying. 
This information is properly classified at the SECRET level according to the USCENTCOM 
Classification Review dated 21 October 201 1 . Unauthorized disclosure of this hifonnation could 
cause (serious) damage to national security. Therefore, discussion of this information hi open 
session would undermine national security interests. 

(2) (U) This portion of I testimony relates to 
interests of national security addressed in EO 13526, Section 1.4 (a)(b)(c)(g). 

^U^cope of Closure, The Court would be closed only at the point which 

Inust disclose classified information. The closure would therefore be no 
broader than necessary to protect the classified information. 


(XI) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
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evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the charged documents. Finally, 
for the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


(U) 


(b) (7)(A) 


Inc. 


a* (IJ) Classified Information and Overriding Interest 


(1) (U) I Kvill testify about the CIDNE database and how it 

appeared at a particular time, including classified information. This information is properly 
classified at the SECRET level according to the USCENTCOM Classification Review dated 21 
October 201 1 . Unauthorized disclosure of it could cause damage to national security. Therefore, 
discussion of this information in open session would undermine national security interests. 


(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4 (a)(b). 

b, (II) Scope of Closure, The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

(U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the S WR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the CIDNE SIGACTS. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
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time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is uot warranted. 


10. (U) 


(b) (7)(A) 


USCENTCOM 


a* (II) Classified Information and Overriding Interest 

(1) (U) I Bwill testify about the content of charged 

USCENTCOM documents contaimng J -5 mibimation, and why the information relates to the 
national defense, including classified information. This information is properly classified at the 
SECRET level according to the USCENTCOM Classification Review dated 21 October 201 1. 
Unauthorized disclosure of it could cause severe damage to national security. Therefore, 
discussion of this information in open session would undermine national security interests. 


(2) (IT) This portion of J| 

security addressed inEO 13526, Section 1.4(a)(c). 


Itestimony relates to interests of national 


b. (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. Tlie closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testhnony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
imder the S WR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the charged documents. Finally, 
for the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disc lo sine. Therefore, 
declassification is not warranted. 


11. (U) ; 

a. (U) Classified Information and Overriding Interest 


i Department of State 


(b) (1) (B) 


(b) (1) (B) 


(2) (U) This portion ofl Itestimony relates to interests of 

national security addressed in EO 13526, Secnor^H(cXa^ 


b. (U) Scope of Closure- TTie Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to fact- finder 
and parties as they may require. Therefore, the witness's testimony cannot be reduced to code. 
No stipulations have been agreed upon to date, although a possibility for this witness if both 
parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

12. (U) JmIm^^^^^^^^B Defense Intelligence Agency 

a. (U) Classified Information and Overriding Interest 


) (1) (B) 
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(b) (1) (B) 



(2) (U) This portion of ^^H|||g^ | testimony relates to interests of 
national security addressed inEO 13526. Section 1.4(a)(d). 

b. (II) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
mider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony camiot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

1 3 . (UjHSro^^^^^^^^^B Department of State 

a* (II) Classified Information and Overriding Interest 

(1) (U) HIH^jH | will testify on sentencing about the impact on 
individuals identified as persons at risk by the Department of State, including classified 
information. This testimony will not include PII of any specific individual. This information is 
properly classified at the SECRET level according to the Department of State Classification 
Guide (DSCG 1 1-01, dated May 2011). Unauthorized disclosure of this information could cause 
serious damage to national security. Therefore, discussion of this information in open session 
would undermine national security interests. 

(2) (U) This portion of| | testimony relates to interests of national 
security addressed in EO 13526, Section 1.4(d). 

b. (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
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(b) (1) (B) 


under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

14. |^^^^^^^H^^^H^^^1^^I^^^^H 

a. (U) Classified Information and Overriding Interest- 



(b) (1) (B) 1 

1 



(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4(c). 

b- (U) Scope of Closure- 


(b)(1)(B) 

1 


(2) (U) As the witness's association with this proceeding as well as the 
subject matter of testimony is classified, the courtroom closed for the entirety of this individual's 
testimony, including the announcement of the witness's name. 


c- (U) Alternatives- As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
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(b)(1)(B) 


(b)(1)(B) 


(b)(1)(B) 


evaluated. As the witness's identity is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the charged documents. Finally, 
for the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


|(b) (7)(A) 


15. (U) BMM^^^^^^ M)efense Intelligence Agency 

a* (II) Classified Information and Overriding Interest. 

(1) (U)B Bwill testify about counterintelligence and the 
value of information, including classified information concerning the value of government 
information. This information is properly classified at the SECRET level according to the 
Department of Defense Offensive Counterintelligence Operations Procedures and Security 
Classification Guide (S-5240.09-M, dated January 13, 201 1). Unauthorized disclosure of this 
information could cause serious damage to national security. Therefore, discussion of this 
information in open session would undermine national security interests. 

(2) (U) This portion of^^^^^^Htestimony relates to interests of national 
security addressed in EO 13526, Section 1.4(c). 

b. (IT) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finders and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
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(b)(1)(B) | 


i hI 

1 (b)(1)(B) 


(b)(1)(B) 


classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

16. (U)HMMH^^^^^^^^^ Mtefense Intelligence Agency 

a* (II) Classified Information and Overriding Interest 


(i) ^s^^^^n^^^^— ^^^^^^^n^n 



(b)(1)(B) 

I 
■ 


1 

1 





(2) (U) This portion ofM I testimony relates to interests of 

national security addressed in EO 13526, Secnoi^R^^^^ 


b. (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (XI) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

17. (U) Mtfflfl^^^M Joint 1 Kl ) Defeat Organization (JIEDDO), 

a. (IT) Classified Information and Overriding Interest 

(i) ^^^■H^^^^^^^^^^^^H 
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(b)(1)(B) 


(b)(1)(B) 


(b)(1)(B) 



(b)(1)(B) 


(2) (U) This portion of I 

security addressed inEO 13526, Section 1.4(a)(g). 


testimony relates to interests of national 


b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to proceeding 
personnel as they may require. Therefore, the witness's testimony eamiot be reduced to code. 
No stipulations have been agreed upon to date, although a possibility for this witness if both 
parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


18. fLD [13Hflm g USMC HO Staff 

a* (U) Classified Information and Overriding Interest 



(b)(1)(B) 


(b)(1)(B) 


(2) (U) This portion of I I testimony relates to interests of 

national security addressed in EO 13526. Section 1.4(a)(d). 

b. (IJ) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


19. (II) |)|j|jyj|J^J[^ ^)ei3ailiiienT of State 

a. (IJ) Classified Information and Overriding Interest 


(1) (uHHU Iwill testify about the content of cables originating 
from South and Central Asia on the merits (specifically. 06 Colombo 1889: 06 Kathniandu 3023; 
06 Kathmandu 3024; 07 Ashgabat 1359; 07 Dhaka 24: 07 New Delhi 80; 09 New Delhi 267; 09 
State 92641), and why the information requires protection against unauthorized disclosure for 
reasons of national defense or foreign relations, including classified information. This 
information is properly classified at the CONFIDENTIAL level according to the Department of 
State Classification Review dated 30 October 201 1. Unauthorized disclosure of it could cause 
damage to national security. Therefore, discussion of this information in open session would 
midemiine national security interests. 


(b)(7)(A) 


(2) (U) This portion ofl Itestimony relates to interests of national 

security addressed in EO 13526, Section 1.4(b)(d) 

b. (IJ) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (IJ) Alternatives. As this testhnony will be offered orally, it is not capable of 
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(b)(1)(B) 


redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to financed 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

20. (LO H|^^^BjJSCHTOOM 

a* (U) Classified Information and Overriding Interest 

(1) (U) Bwill testify about the information posted to the 
USCENTCOM OS J A SIPRNET, potentially including classified information. This information 
is properly classified at the SECRET level according to the USCENTCOM Classification 
Review dated 21 October 201 1. Unauthorized disclosure of it could cause serious damage to 
national security. Therefore, discussion of this information hi open session would undermine 
national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4 (a)(c). 

b, (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testhnony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
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(b)(1)(B) | 



i (b)(1)(B) 


(b)(1)(B) 


both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as is described above. Finally, for the 
reasons articulated above, the information at issue is currently classified and will be at the time 
of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


(b) (7)(A) 


21. (U) mMMm^^^^ JTF-GTMO, Guantanamo Bay. Cuba 

a* (U) Classified Information and Overriding Interest 

(1) (U) | (will testify about the JTF-GTMO database and the 
contents of compromised information, and why the information relates to the national defense, 
including classified information. For sentencing, he will testify about the impact resulting from 
the compromise of the JTF-GTMO database. This information is properly classified at SECRET 
level according to the JTF-GTMO Classification Review dated 4 November 2011. Unauthorized 
disclosure of it could cause serious damage to national security. Therefore, discussion of this 
information in open session would undermine national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addies sed in EO 13526, Section 1.4(c). 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR midhv projected by electronic displays, miles s their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as detainee assessments. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


(b) (7)(A) 


22. (U) mmmm^^^^^^m Department of State 
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(b)(1)(B) 


5 




(b)(1)(B) 


(b)(1)(B) 


a. (II) Classified Information and Overriding Interest 


;b) (7)(A) 


(1) (U)J I will testify as an OCA that Department of State 

information was properly classified, including classified information. To explain the basis of his 
classifications, he must discuss the details of the subject matter he is classifying. This 
information is properly classified at the SECRET and CONFIDENTIAL level according to the 
Department of State Classification Review dated 30 October 201 1. Unauthorized disclosure of 
this information could cause (serious) damage to national security. Therefore, discussion of this 
information in open session would undermine national security interests. 


(2) (U) This portion of ^^J^J | testimony relates to interests of 
national security addressed in EO 13526. Section 1.4(a)(b)(d)(e)(g). 


b. (IT) Scope of Closure. The Court would be closed only at the point which Mr. 
|must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 


(b)(1)(B) 


c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


b) (7)(A) 


23. (UM Point Staff, the Pentagon 

a. (U) Classified Information and Overriding Interest. 



(b)(1)(B) 


(b)(1)(B) 


(b)(1)(B) 


(b)(7)(A) 


(2) (U) This portion of| 
security addressed in EO 13526, Section 1.4(a)(c)(d). 


I testimony relates to interests of national 


b- (U) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the S WR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


(b) 7 A 


24. (IT)1 l USCENTCOM 


a* (II) Classified Information and Overriding Interest 

(1) (U)B I will testify about the content of charged 

documents containing J3 iniormatioi^uKn^ relates to the national defense, 

including classified infonnation. This information was properly classified at the SECRET level 
according to the USCENTCOM Classification Review dated 2 1 October 201 1. Unauthorized 
disclosure of it could cause damage to national security. Therefore, discussion of this 
information in open session would undermine national security interests. 


(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(a)(b)(c). 

b- (II) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified infonnation. 

c. (U) Alternatives. As this testhnony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
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(b)(1)(B) 


under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as the charged documents. Finally, 
for the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

25 . (U )M|||iB^^^^^^^B Federal Bureau of Investigation 

a* (II) Classified Information and Overriding Interest 

(1) (U)B Bwill testify as a chain of custody witness for 
classified information concerning four files extracted from digital media found in the possession 
of Usama bin Laden on 1 May 201 1 . This information is properly classified at the SECRET 
level according to authorities specified hi the Government's RCM 505(i) filing, dated 31 January 
2013. Unauthorized disclosure of it could cause serious damage to national security. Therefore, 
discussion of this information in open session would undermine national security interests, 

(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(a)(c). 

b. (IT) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As tins testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
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(bxixB) ^^^^n 


I ■ 

1 (b)(1)(B) 


(b)(1)(B) 


relevant, to memorialize the admissibility of material described above. Finally, for the reasons 
articulated above, the information at issue is currently classified and will be at the time of the 
trial, as harm could still occur as a result of unauthorized disclosure. Therefore declassification is 
uot warranted. 


Kb) (7)(A) 


26. (TI M department of State 

a* (U) Classified Information and Overriding Interest. 

(1) (U)l Iwill testify about the content of cables originating 
from Afghanistan and Pakistan on the merits (specifically. 06 Kabul 5420: 06 Kabul 5421; 06 
Kabul 5435; 99 Islamabad 495), and why the information requires protection against 
unauthorized disclosure for reasons of national defense or foreign relations, including classified 
information This information is properly classified at the CONFIDENTIAL level according to 
Department of State Classification Review dated 30 October 201 1. Unauthorized disclosure of it 
could cause damage to national security. Therefore, discussion of this information in open 
session would undermine national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(b)(d), 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore un classified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

27. (V) |0IgICjj^^^^B Joint III) Defeat Organization iJIEDDO) 
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(b)(1)(B) 


■ ■ 

1 (b)(1)(B) 


(b)(1)(B) 


a. (II) Classified Information and Overriding Interest 


(i) Hi 



(b)(1)(B) l 


(b)(7)(A) 


(2) (U) This portion o^ 
security addressed in EO 13526, Section 1.4(c) and (g). 


s testimony relates to interests of national 


b. (U) Scope of Closure. TTie Court would be closed only at the point which the 
witness must disclose classified information The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
imder the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


28. (U)l [ Department of State 

a* (U) Classified Information and Overriding Interest 


(1) (U)l H^BujV Hvill testify about the content of cables 

originating from MemationaTO^anizatioii^inhe merits (specifically 07 USUN New York 
573; 07 USUN New York 575; 07 USUN New York 578), and why the information requires 
protection against unauthorized disclosure for reasons of national defense or foreign relations, 
including classified infonnation. This information is properly classified at the CONFIDENTT^L 
level according to the Department of State Classification Review dated 30 October 201 1 . 
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(b)(1)(B) ^^^^l 



I (b)(1)(B) 


(b)(1)(B) 


Unauthorized disclosure of it could cause damage to national security. Therefore, discussion of 
this information in open session would undermine national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(b)(d). 

b, (U) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

(U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

29. 

a* (U) Classified Information and Overriding Interest 




(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(c)(g), 

b. Scope of Closure. 
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(2) (U) As the witness's association with this proceeding as well as the 
subject matter of testimony is classified, the courtroom closed for the entirety of this individual's 
testimony, including the aimoiuicement of the witness's name. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's identity is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

30. (U) flMHffii^^^^M Department of State 

a* (U) Classified Information and Overriding Interest 

(1) (U) |will testify about the content of cables 

originating from the Near East on the merits (specifically, 05 Algiers 1836; 06 Algiers 1961; 06 
Baghdad 2646: 06 Baghdad 4205; 06 Beirut 3603; 06 Beirut 3604: 06 Beirut 3703: 06 Kuwait 
4430; 06 Kuwait 4438; 06 Riyadh 881 1; 06 Tripoli 645; 06 Tripoli 648: 07 Baghdad 35; 07 
Baghdad 36: 07 Baghdad 37; 07 Baghdad 42; 07 Baghdad 53; 07 Baghdad 56: 07 Baghdad 63; 
07 Baghdad 64: 07 Baghdad 70; 07 Basrah 3: 07 Beirut 1958; 07 Riyadh 21: 07 Riyadh 22: 07 
Riyadh 23; 07 Tunis 47; 08 Amman 535; 08 Cairo 569; 09 Baghdad 2390: 09 Riyadh 1 156: 10 
Rabat 294), and why the information requires protection against unauthorized disclosing for 
reasons of national defense or foreign relations, including classified information. This 
information is properly classified at the CONFIDENTIAL and SECRET level according to the 
Department of State Classification Review dated 30 October 201 1 . Unauthorized disclosure of it 
could cause damage to national security. Therefore, discussion of this information in open 
session would undermine national security interests. 
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(b)(1)(B) | 



1 (b)(1)(B) 


(b)(1)(B) 


(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(a)(b)(d). 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony camiot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

31. fUlBMli||j^^^^^B U.S. Department of Treasury 

a. (U) Classified Information and Overriding Interest. 

(1) 


(b)(1)(B) 



(2) (U) This portion of testimony relates to interests of national security 
addies sed in EO 13526, Section 1.4(c)(g). 

b, (U) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information The closure would therefore be no broader than 
necessary to protect the classified information. 



(b)(1)(B) 


(b)(1)(B) 


(U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summaiy is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony caimot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as his forensic reports. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

32. rUMlilili^^^^^^B Central Intelligence Agency 

a* (U) Classified Information and Overriding Interest. 

r 



(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4(c)(g). 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they wall be used 
inider the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessaiy and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
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(b)(1)(B) 


5 


liUBJML J*, 


(b)(1)(B) 


(b)(1)(B) 


finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and if 
relevant, to memorialize the admissibility of material such as is described above. Finally, for the 
reasons articulated above, the information at issue is currently classified and will be at the time 
of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

33. (U) M I USCENTCOM 

a. (U) Classified Information and Overriding Interest 

( 1 ) (U)Q3UE|Ufl I will testify about the content of the charged 
document (s) containing 3-2 information, and why the information relates to the national defense, 
including classified information. This information is properly classified at SECRET level 
according to the USCENTCOM Classification Review dated 21 October 201 1. Unauthorized 
disclosure of it could cause damage to national security. Therefore, discussion of this 
information in open session would undermine national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addressed inEO 13526, Section 1.4(c). 

b. (U) Scope of Closure- The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 

34. (V )WUmjm^^^^^^^^^ trike Force Training Pacific 

a* (U) Classified Information and Overriding Interest. 
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(b)(1)(B) 



I (b)(1)(B) 


(b)(1)(B) 


(1) (U)M8Hk twill testify as an OCA that JTF-GTMO 

information was properly classified, including classified information. To explain the basis of his 
classifications, he must discuss the details of the subject matter he is classifying. This 
information is properly classified at SECRET level according to the JTF-GTMO Classification 
Review dated 4 November 201 1 . Unauthorized disclosure of this information could cause 
(serious) damage to national security. Therefore, discussion of this information in open session 
would undermine national security interests. 


(b)(7)(A) 


(2) (U) This portion of | 
of national security addressed in EO 13526, Section 1.4(c). 


|estimony relates to interests 


(IT) S cope of Closure- The Court would be closed only at the point which 

I must disclose classified information. The closure would therefore be no 

broader than necessary to protect the classified information. 


(b)(7)(A) 


c. (U) Alternatives. As this testhnony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. Hie classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is currently 
classified and will be at the time of the trial, as harm could still occur as a result of unauthorized 
disclosure. Therefore declassification is not warranted. 


35. (U) 


(b) (7)(A) 


Department of State 


a* (U) Classified Information and Overriding Interest 


(1) (U)( (will testify about the content of cables 

originating from Africa on the merits (specifically, 07 Addis Ababa 2197; 07 Lagos 719; 08 Dar 
Es Salaam 206; 08 Khartoum 246; 08 Khartoum 428; 09 Addis Ababa 1063; 09 Bamako 85; 10 
Pretoria 636). and why the information requires protection against unauthorized disclosure for 
reasons of national defense or foreign relations, including classified information. This 
information is properly classified at the CONFIDENTIAL level according to the Department of 
State Classification Review dated 30 October 201 1. Unauthorized disclosure of it could cause 
damage to national security. Therefore, discussion of this information in open session would 
undemiine national security interests. 
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(b)(1)(B) j 


i hI 

1 (b)(1)(B) 


(b)(1)(B) 


(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(b)(d). 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified information. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony camiot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 


36. (U) 


(b) (7)(A) 


Department of State 


a* (XT) Classified Information and Overriding Interest 


(1) (U) M I will testify about the content of cables 

originating from or sent to mirDp^^urSsi^iRne merits (specifically, 10 Reykjavik 13; 06 
Belgrade 1681 ; 06 Madrid 2955; 06 Madrid 2956: 06 Pristina 947: 06 Pristina 948: 07 Ankara 
23; 07 Ankara 2468; 07 Bratislava 665; 07 Minsk 1 024: 07 Moscow 5824; 07 Moscow 5825; 07 
Paris 4722; 07 Paris 4723; 07 Reykjavik 203; 07 Vilnius 1 3; 09 Paris 217; 09 Prague 88: 09 
Pristina 58: 09 State 92632; 09 State 92657; 09 Brussels 382: 09 Geneva 347), and why the 
information requires protection against unauthorized disclosure for reasons of national defense or 
foreign relations, including classified information. This information is properly classified at the 
CONFIDENTIAL and SECRET levels according to the Department of State Classification 
Review dated 30 October 2011. Unauthorized disclosure of it could cause damage to national 
security. Therefore, discussion of this information in open session would undermine national 
security interests. 


(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4(a)(b)(d)(e). 
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(b)(1)(B) 


(b)(1)(B) 


(b)(1)(B) 


b. (U) Scope of Closure. Tlie Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessaiy to protect the classified information. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use of any classified documents, they will be used 
under the SWR and/or projected by electronic displays, miles s their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code No stipulations have been agreed upon to date, although a possibility for this witness if both 
paities agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

37. (UMWMBj^^^^M Department of State 

a. (II) Classified Information and Overriding Interest 

(1) (U) ^Hfjj I will testify about the content of cables originating 
from East Asia and the Pacific on the merits (specifically, 06 Seoul 3882; 06 Seoul 3885; 06 
Suva 489; 06 Taipei 3830; 07 Bangkok 1 1 1; 07 Beijing 1 52; 07 Kuala Lumpur 40; 07 Rangoon 
22; 07 Suva 1 8:07 Vientiane 1 2; 1 Tokyo 627), and why the information requires protection 
against unauthorized disclosure for reasons of national defense or foreign relations, including 
classified hifonnation. This information is properly classified at the CONFIDENTIAL and 
SECRET levels according to the Department of State Classification Review dated 30 October 
201 1 . Unauthorized disclosure of it could cause damage to national security. Therefore, 
discussion of this information in open session would undermine national security interests. 

(2) (U) This portion of testimony relates to interests of national security 
addressed in EO 13526, Section 1.4{b)(d). 

b. (II) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified hifonnation. The closure would therefore be no broader than 
necessary to protect the classified hifonnation. 

c. (II) Alternatives. As this testimony will be offered orally, it is not capable of 
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(b)(1)(B) ^^^^l 



1 (b)(1)(B) 


(b)(1)(B) 


redaction. Should the witness require the use of any classified documents, they will be used 
under the S WR and/or projected by electronic displays, unless their content must be discussed or 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessaiy to shield the witness's identity from the public. The classified content of the material 
the witness will address, and not just its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to niumced 
information requiring complicated explanation and must remain free to describe it to the fact- 
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibility for this witness if 
both parties agree. Stipulations may be useful to establish classification level as a fact, and, if 
relevant, to memorialize the admissibility of material such as the above documents. Finally, for 
the reasons articulated above, the information at issue is currently classified and will be at the 
time of the trial, as harm could still occur as a result of unauthorized disclosure. Therefore 
declassification is not warranted. 

II. (II) PROPOSED TRANSITIONING PROCESS 

(U) Under RCM 806(b)(2) and MRE 505(i), the Military Judge may order portions of the 
Court-Martial closed to the public in order to hear classified information. Should the Court order 
such a closing, the United States proposes the Coiut use the procedures detailed below. 

A. (V) Transition from Open to Closed 


(b) (7)(A), (b) (2 


1. (U) Physical Courtroom Security 

\ 


(b) (7)(A), (b) (2) 


(b)(1)(B) 


(b) (7)(A), (b) (2) 


(b)(1)(B) 


JO 


(b)(1)(B) j 


■ ■ 

1 (b)(1)(B) 


(b) (2), (b) (7)(A) 


(b)(1)(B) 


2. (U) Electronic Security 


(b) (7)(A), (b) (2) 


3 . (U) Security Outside the Courtroom Itself 


(b) (2), (b) (7)(A) 



(b)(1)(B) 


(b) (2), (b) (7)(A) 


B. fU) Transition from Closed to Open 


(b) (2), (b) (7)(A) 


IIL (U) REQUEST FOR PARTIALLY CLOSED ARTICLE 39(A) SESSION 

(U) In the interests of applying a scalpel to courtroom closure decisions, the United States 
proposes this Article 39(a) session be open. The United States believes discussion of closure and 
associated procedures can be held in open session and any classified materials referenced in the 
filing can be provided for the Court's review without public disclosure. However, should the 
Court require oral testimony or wish to discuss with counsel the contours of the classified 
assertions or materials provided, for the same reasons articulated above, courtroom closure is the 
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(b)(1)(B) 


only way to protect those discussions. A script to close the proceeding for these purposes is also 
enclosed. See Enclosure L 



MAJ, JA 
Trial Counsel 


(U) I certify that I served or caused to be served a true copy of the above, via SIPRNET 
email, to Mr. David Coombs, Civilian Defense Counsel, though the defense security experts on 
31 January 2013* 



3 Enclosures ASHDEN FEIN 

1 . Scripts MAJ, JA 

2- Battle Drill Checklists Trial Counsel 
3. "Classified Work in Progress" Sign 
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(b)(1)(B) 


